IMAMSITKA JIJISI POAUTEJIENA
Poaureiib, IOMHH, YTO HECOBEPIIECHHOJIETHHE Han0oJ1ee
MO/IBEPIKEHBI ONACHOCTAM ceTH UHTEepHeT, a poauTe N HeCyT
OTBETCTBEHHOCTH 32 CBOMX JAeTeil
YEM OITACEH UHTEPHET JIJISI JETEMR?

B  uHTepHere MOXHO  HaWTH  WHGOPMALMIO W WUIIOCTPALlUU
OpakTH4ecku Ha o0yt Temy. HeoOxomumo oOecnednTs 3aliury AeTed ot
KOHTAKTOB B HHTEPHETE C HEXKEJIATEIbHBIMU JIFOABMH, OT 3HAaKOMCTBA C
MaTepUaJlaMM HEIETCKOM TEMAaTUKA WIM IPOCTO ONACHBIMHU I JETCKOM
IICUXUKH, OT BPEIOHOCHBIX IIPOIPAMM U MHTEPHET-ATaK.

Tak Kak JeTu 10 CBOEW HAMBHOCTH, OTKPBITOCTM W HEONBITHOCTH, HE
CIIOCOOHBI pacno3HaTb ONACHOCTh, a JIIOOO3HATENBHOCTh JETEW [enaeT ux
KpailHE YSA3BUMBIMH B HWHTEHET-IPOCTPAHCTBE, 00 UX 0€30IaCHOCTH, B
NEPBYIO OYEPEb, TOJKHBI OECIIOKOUTHCS POAUTEIIH.

OINACHOCTb B HUHTEPHET-IPOCTPAHCTBE MOKHO

PA3JEJIUTb HA TPU BU/IA:
1.  JocrynHas ans aeTeil HeratuBHas HHGOpPMAIIHS.
2.  llporuBorpaBHbIC u COIIMAJIbHO-OTIaCHBIE JeNCTBUA
caMoro pedeHKa .
3.  lleneHampaBieHHBIC NIEUCTBHUS TPETHUX JIMI] B OTHOIICHHH
pebeHka.

Haubouee onacHbie B cepBUCaX HHTEPHET-OOIICHUS:

1. Tlemodunbl, Isi KOTOPHIX JI€TU CTAHOBATCS OOBEKTAMH pPa3BpaTHBIX
JEUCTBUM U MIPECTYILICHUM MTPOTUB MOJIOBOM HENPUKOCHOBEHHOCTH.

2. CeKTaHThI, HaBSI3bIBAIOIIME HETPATUIIMOHHBIC, ACOIUATLHBIC OTHOIICHUS
Y LIEHHOCTH.

3. Unrepuer-adepuctsl  (MOUICHHUKH,  OHJAWH-UTPOKK U 1Ip.),
NPUBUBAIOIINE JIETSAM CKIIOHHOCTH K a3apTHBIM UT'PaM, BBIMAaHUBAIOIIHE Y
neteil KOH(UIEHUMATbHYI0 HWH(OpMALMI0O O pOAMTENAX U YpPOBHE
MaTepUaJIbHOW O0ECIIEYeHHOCTH CEeMbH, a TaK)Ke CTaBsiue peOeHKa B
MAaTEepUAIIbHYIO U UHYIO 3aBUCHUMOCTb.

4. KubepOymiepsl YHIKAIOT U «TpaBAT AeTei». KubepOynmnuHr Habupaet
00OpOTHl KaK CO CTOPOHBI 3JIOYMBIIUIEHHUKOB, TaK M CpeIu
MOJIPOCTKOBBIX COIIMAIBHBIX TPYTIIL.

Cpenu neredt mpuoOpenyd MOAY CYHMIUMJ U UTPBI CO CMEPThIO, cendxapm
(camomoBpexAeHUE),  aHOPEKCUs,  OJKCTpeMaybHble  cendu, a  TaKxke
pa3lIMuHble pPaJAUKAIbHbIC JBWKCHUS: TPOTUB POJIUTENIEM M CEMbU, IIKOJA H
NEJaroroB U Mpoyee.



Bosiee moaoBUHBI 1€TEHl CTAIKUBAETCS C MHTEPHET-YIPO3aMU, HE CTaBs
B M3BECTHOCTb POJUTENICH, B psjie CllydaeB, 0OsICh WX, B psAIE CIy4yaeB, HE
JOBEPSISL.

Kax npaBuiio, poautenu He YAEISIOT OOJBIIOT0 3HAYCHUS] UHTEPHET-
0€30MacHOCTH U UHTEPHET-BOCITUTAHUIO JIETEH.

B uHTEpakTUBHOM MUpPE AETH MOTYT OBITh TaK K€ 0€33allUTHbI, KaK U
B peanbHOM. [10o3TOMY BaXHO cAenaTh BCE BO3MOKHOE, UTOOBI 3alIUTUTD UX.

PEKOMEH/JAIINNA:

1. Pacnionoxuth pebeHKa K JOBEPUTEIBHOMY JTUAIOTy MO BOIPOCAM
uHTepHeT-0e30macHocTU. OOBICHUTH, YTO VIHTEpHET SBISETCS HE TOJIBKO
HAJCKHbIM HCTOYHUKOM HMH(POpPMALIMM, HO W OMACHBIM COOECETHUKOM a
JOBEPSTH CIEIYET POAUTEISIM, NIEJaroraM H JIydlluM JpY3bsiM.

2. YCTaHOBUTH C pPEOEHKOM «IpaBUiia» PabOThl C KOMIBIOTEPOM U
rajpkeTaMH, BpPEMEHHBIE OIPAaHUYEHUS, OIPENEIUTh PECypChl, KOTOpHIE
MO’KHO U HYKHO nocemiatb. OObsICHUTB, uTO MIHTEpHET, B EpBYIO OUYepep,
SBJISIETCSL CPEJCTBOM PAa3BUTHUS U OOYYEHHMsSI, U TOJBKO BTOPOCTEIIEHHO —
pasBiieueHUd U 0oOmIeHus. JKenaTelbHO TOTOBOPUTHCS, YTO HOBBIE WUIPHI U
porpamMmsbl OyAyT YCTaHABIMBATHCS COBMECTHO C POAUTEIISIMH.

3. BBectm  OrpaHuYeHds] 10  HCHOJB30BAHUID  TAKETOB.
JlolKONbHUKAaM, a TaKXke YYEHHKaM MIIAJIIIUX KIJIACCOB MOOWJIBHBIN
HHTEpHET HE HY)KEH B IOBCEIHEBHOM KU3HU.

4. 3anpeTuTh OOIICHHNE ¢ HE3HAKOMBIMHU JIFOABMHU. ITa Mepa JOJDKHA
BOCIIPUHUMATHCS TaK K€, KaK M 3alpeT OOIICHHS C He3HAKOMBIMU Ha yJuiie!

5. IlpuBute kynpTypy noBeneHuss B IT-mpocTpaHCTBE, MOCTOSHHO
OCYILIECTBJISIS UHTEPHET-BOCIIUTaHUE PEOCHKA.

6. Haanmexammm o00pa3oM HACTPOUTHh KOMIIBIOTEPHYIO TEXHHUKY
pebenka. Hcnonb3oBaTh KOHTEHT-(OUIBTPBI, 3aTPYIHSIONIME TOCEUIEHUE
OIpEJIEICHHBIX BUJIOB PECYPCOB Ha YPOBHE OINEpaTopa CBS3H U HA YPOBHE
orepanuoHHoN cucteMbl. KoHTeHT-QunbTpanus He Bcerna dpQexTuBHa, B
YaCTHOCTH, M3-3a TOrO, YTO HE KO BCEM CaWTaM 3aKpBIT JOCTYI, & COLCETH,
OHJIAWH-UTPHI, IEPETNCKa U UHAsI aKTUBHOCTH PeOCHKA OCTAIOTCS B CTOPOHE!

7. KoHTpomupoBaTh ACATENBHOCTh pPEOCHKA C KOMIBIOTEPOM W
rajpkeTaMy, B YaCTHOCTH, MPU MOMOIIU CPEJICTB POJAUTEIHCKOTO KOHTPOJIA.
[Tpu 3TOM, pebeHKY HY’KHO OOBSICHUTB, YTO BBI 3TO0 JienaeTe 715l TOro, 4To0bl
MPEAOTBPATUTh ONIACHOCTh, U YTO HA 3TO UMEETE MOJHOE MPaBo. 3HANTE, UTO
JETH CIOCOOHBI YAANATh HCTOPUIO TEPENHCKH U TIOCEUICHHs CalTOB,
CYLECTBYET MHOXECTBO CPEACTB POJUTEIBCKOrO KOHTpPOJS, KOTOpPbIE
HEO0OXOMMO MCIOJIB30BATh JJI TOTO, 9TOOBI 00€30MaCHTh CBOETO peOeHKA.



HECKOJIBKO COBETOB 11O OBECHEYEHUIO HWHTEPHET-
BE3OITACHOCTH:

. Pacckaxxute cBOMM JeTAM O IIOTEHUMAJIbHBIX  yrpos3ax, ¢
KOTOPBIMU OHHM MOTYT CTOJIKHYTBCSI B UHTEPHETE.

. Ecnu BO3MOXKHO, IOCTaBbTE KOMIIBIOTEP B 00ILIEN KOMHATE.

. [TocTapaiiTech NPOBOAUTH BPEMS 3a KOMITBIOTEPOM BCEU CEMBEN.

. [TommpocuTe nereil paccka3biBaTh 000 BCEM, YTO BBI3BIBAET Yy HHX

HETMPUATHBIC YyBCTBA WU TUCKOMQOPT MPH MOCCIIEHUN HHTEPHETA.

. OrpaHnYbTe MaTEPHAIIbI, IOCTYITHBIC ACTAM Yepe3 KOMIIBIOTE.

Bam momoryr cpaematb 3TO aHTUBHPYCHBIC MPOTPaMMBI M CaMH
Opay3ephl.

Tak wampumep, Internet Explorer Bxirodaer xommonent Content
Advisor, a Kaspersky Internet Security kommoneHT «PoaUTEIBCKHIA
KOHTPOJIbY.

OOBsiCHUTE ACTSIM, YTO WM pas3perieHo, a dYTO 3ampenieHo JaejiaTh B
HHTEpHETE:

e PeructpupoBaThbcs B COIMAIBHBIX CETAX M Ha IPYTUX CaiTax.

e CoBepiaTh MOKYIKA B UHTEPHETE.

e (CkauMBaTh MYy3bIKY, UTPbI M JPYTOH KOHTCHT B HHTCPHETE.

e lcnonp30BaTh MporpaMMbl MTHOBEHHOT'O OOMEHA COOOIICHUSMH.
e [locemiars yaThl.

Ecnmm nmersiMm  paspemieHo  WCIONb30BaTh  MPOTPAMMBI  MTHOBEHHOTO
oOMeHa COOOIICHUSAMH WJIM TIOCEIIaTh WHTEPHET-YaThl, PACCKaKUTE MM 00
OTMACHOCTSX OOIIEHHUS WM OTHPABKH COOOINCHUN JIOJASIM, KOTOPBIX OHHU HE
3HAIOT U KOTOPBIM HE JOBEPSIOT.

. YcranoBute HaJICKHYIO AHTUBUPYCHYIO IporpamMmy,
CIIOCOOHYIO 3alllUTUTh KOMIBIOTEP OT BPEIOHOCHBIX NPOTPAMM M XaKEPCKUX
aTak. MHoOrue TpPOAYKTHI IS oOOecleueHus OC30IacCHOCTH B HWHTEPHETE
coueTaroT B ceO¢ BO3MOKHOCTH AaHTHBHUPYCHOW 3alllUTBl M PACIIMPEHHBIC
GYHKIIMA  POAMTENILCKOTO KOHTPOJISA, KOTOPBIC ITOMOTAIOT 3alllUTUTh JIeTEH,
KOTJla T€ HaXOIATCS B UHTEPHETE.

KonTpons mepenucku dYepe3 cCOIUaabHBIE CETH C TMOMOIIBI0 (YHKIIHH
«POoIUTENBCKUI KOHTPOJIb) MO3BOJISIET:

CdopMupoBaTh CIHCKHM KOHTAKTOB, IIEPENUCKa C KOTOPBIMU OyjaeT
paspelieHa Win 3anpeiieHa.

3amaTh KIIOYEBBIC CJIOBa, HAJIWYHE KOTOPBIX OYIET MpPOBEPATHCS B
COOOIIECHUAX.

Vkazate  nauuHY0 ~ WHPOpMANHIO,  TEpechlIkKa  KOTopol  Oyaer
3ampernieHa.



Ecnm mepenmmcka ¢ KOHTAaKTOM 3amlpeimieHa, TO BCE COOOIIEHUS,
aJipeCOBaHHbIE ATOMY KOHTAKTy WJIM TIOJy4€HHbIE OT Hero, OyayT
onokupoBathes. MHpopManus o 3a0J10KUPOBAHHBIX COOOIIEHHUSAX, a TAKXKE O
HAJIMYUU KIIIOYEBBIX CJIOB B COOOIEHUAX BBIBOAMUTCS B OTYeT. [s kaxmoi
YYEeTHOMW 3aIlMCH TI0JIL30BaTENII KOMITBIOTEpA MOKHO TMMOCMOTPETh KPAaTKYIO
CTAaTUCTHKY TIEPETTUCKU Yepe3 COIMAIbHBIC CETH, a TAKXKE TOAPOOHBINH OTYET
O COOBITHSIX.

OBPATUTE BHUMAHUE HA INIOJAO3PUTEJIBHBIE XEIII-
TEI'A:

#53  #f57 #158 #d28 #MOpekuTOB HTUXUHIOM H#XOUYBUTPY
H#MIICUHBIMITY Th #XOUyBUTPY #xouy B UIpy H#KIYUHCTPYKIHUIO
H#MIICYHBIUITY Th

ECJIM HA KOMIIOTEPE U MOBHWJIBHOM YCTPOMCTBE
BAIHIEI'O PEBEHKA HE YCTAHOBJIEH POJMTEJbCKHM
KOHTPOJIb, HA UTO CTOUT OBPATUTH BHUMAHUE:

1. ITogpocTOoK HE BBICHIIAETCS, XK€ €CJIM PAHO JIOKUTCS CIaTh -
MPOCIEANTE, CIIUT JIU OH B pAHHUE YTPEHHUE YaCHI.

2. Pucyer kutoB, 6ab04eK, €TUHOPOTOB.

3. CocTouT B rpynmax, CoaepKaliux B Ha3BaHuu cienayromiee: « Kutol
INIBIBYT BBepx», «Pa30ymu mens B 4.20», «f57», «f58», «Tuxwuitmomy»,
«Punay, «Hsamoka», «Mope kutoB», «50 IHEH A0 MOETO...», «IOMKHUTOBY,
«MJICUHBIAIYTHY, «1503B&311», «ff33y», «d28», «xouyBUTpYY.

4. 3akpein B KoHTakre poctyn K TOApOOHOW HHpOpMAIUM, B
Nepenucke ¢ APy3bsIMH (Ha JUYHOW CTeHE) ecTh (ppas3wl "pa3dyau MeHs B
4.20", "s B urpe". Y1 coBceM yx CTpaIiHo, €clid Ha CTEHE MOSBIISIOTCS IU(PHI,
HauyuHas oT 50 1 MeHbIIE.

5. [lepenuceiBaeTcs B BaiiOepe (U p. MECCEHIKEpaxX) ¢ HE3HAKOMBIMU
JFOJTbMHU, KOTOPBIC TAFOT CTPAHHBIE PACTIOPSHKCHHUS.

INOMHHUTE! CAMOE JOPOI'OE, YTO ECTh B HAIIEMH
ZKU3HU - OTO HAIIIA JETH!



